This paper presents a new hyper chaos-based image encryption algorithm which makes use of dynamic DNA coding and SHA-256. Different DNA encoding rules are adopted for different pixels, according to a random matrix generated by a five-dimension hyper-chaotic system with the initial value related to the SHA-256 hash value of the plaintext image. Since the initial values of the five-dimension hyper-chaos system are related to the hash value of the explicit image, the five-dimension hyper-chaos system generates distinct key streams per plaintext image, even for the same initial conditions of the chaos system. Therefore, the new encryption algorithm can withstand the chosen-plaintext attacks. Moreover, the dynamic encoding technology enhances the security of the ciphertext image. The result of this experiment and relevant safety analysis show that the algorithm has a large space and good statistical characteristics of cipher image. In addition, the ciphertext is very impressible to the plaintext and the secret key, can bear chosen-plaintext attacks. As a result, this new algorithm has good application prospects in image secure communication and storage applications.
Introduction
Chaotic system is a very interesting physical phenomena generated from a nonlinear system, characterized by its unpredictability with completely dependence on initial conditions. In fact, hyper-chaos characterized with more than one positive Lyapunov exponent and more complicated dynamics behaviors has wider application prospects. It is very essential to generate hyper-chaos with more complex dynamical behavior [1] [2] [3] [4] [5] [6] . Li et al designed a hyper-chaos by adding a state-feedback controller to the first control input to drive a unified chaotic system to generate hyper-chaos [1] . Murali et al proposed the methodology of generating simple hyperchaos circuits with a stable oscillator and an unstable one [2] . Sprott et al investigated a special and novel chaotic system with only one stable equilibrium point [3] , while Qiang Lai et al proposed a new three-dimension autonomous chaotic system with coexisting attractors [4] . Chen E. and Min Lequan constructed a kind of 4D discrete hyper-chaotic system with one-line equilibria [5] .
Moreover, Shouquan Pang and Yongjian Liu presented a new 4D hyper-chaotic system, which is derived from a linear controller to a three-dimension Lü system [6] . This paper demonstrates a five-dimension hyper-chaotic system based on the 4D hyperchaotic system described in [6] , which displays more complicated dynamics behavior.
With the fast development of network technology, a growing number of digital images need to be stored and transmitted. Due to the openness and sharing of the network, the security problem of digital images has become more serious. Image encryption is one of the most effective measures to protect images. However, digital image is characterized by the large amount and high redundancy, so the traditional encryption scheme is not suitable for image encryption. Because the chaotic system has the characteristics of sensitivity to initial conditions and system parameters, pseudo randomness, uncertainty and ergodicity, it is consistent with the two basic principles of cryptography: diffusion and confusion. Digital image encryption based on chaos has been a hotspot; also, many image encryption algorithms based on chaos have been proposed [7] [8] [9] [10] [11] . However, these algorithms are all traditional ones based on diffusionscrambling structure. Because DNA computing has the advantages of high information density, parallelism and ultra-low energy consumption, it has penetrated into the field of cryptography. In recent years, many cryptographic systems based on DNA have been proposed, and DNA is used as an information carrier, which conveys information in the form of DNA sequences. Some image encryption methods based on DNA coding and chaos have been proposed [12] [13] [14] [15] [16] [17] . Gehani et al introduced the one-time pad image encryption with DNA, which is effective, but contains complex biological operations [12] . An image encryption method is proposed in [13] . In each encryption process, the initial conditions of chaos can be automatically adapted, and the image pixels are encoded by DNA. At the same time, each nucleotide in the DNA encoded image is randomly transformed into base pairs by following the DNA complementary rule. Q Zhang et al presented an image encryption algorithm using DNA encoding and two chaotic maps [14] . However, this technique has severe drawbacks as analyzed by H. Hermia et al [15] they found that the encryption scheme could not be decrypted or resist chosen plaintext attacks. Anchal Jain and According to the image encryption technique using DNA operations and chaotic maps [16] as proposed by Navin Rajpal, the input image is encoded with DNA first, then the image is added to the mask generated by chaotic system. An intermediate result is the complemented DNA based on a complement matrix produced by two chaotic maps. Finally, the resultant matrix is permuted, followed by DNA decoding to get the cipher image. Xiaoling Huang and Guodong Ye suggested a novel image encryption algorithm utilizing hyper-chaos and DNA sequence [17] . Firstly, a pseudo-random sequence generated by a four-dimension hyper-chaos system is transformed in a biologic DNA sequence to diffuse the image blocks.
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Afterwards, a circular permutation is performed on the plain-image when it is in DNA status. The core of these encryption algorithms is DNA encoding and DNA computing, which include complementary rules of base, DNA addition, DNA subtraction and DNA XOR operation. However, some encryption methods are vulnerable in several aspects. Firstly, keys can be obtained through a pair of plaintext images and corresponding ciphertext images; secondly, the encryption process is insensitive to the changes of the plain image or of the secret key. In addition, the encoding/decoding rules of the plain image and the key matrix are fixed . Therefore, remedial methods and high security image encryption schemes should be developed for security enhancement.
Based on the above analyses, a chaos-based image encryption algorithm using dynamic DNA coding and SHA-256 is introduced in this paper. The algorithm has three advantages. First, pixels in different positions use different DNA encoding or decoding rules according to the random matrix generated by a five-dimension hyper-chaotic system. Secondly, the initial values of the chaotic system are calculated by using the SHA 256 hash of the plain image and the given values. There are different initial values and system parameters for different plain images. Thus, the mentioned algorithm can effectively resist the chosen-plaintext and knownplaintext attacks.
By a glance at this paper, Section 2 introduces the hyper-chaotic system and Section 3 Sections describes the dynamic DNA coding technology. The proposed image encryption process and simulation results are explained in details in Section 4. Security analysis is conducted in the Section 5, and finally the conclusion is given.
The New Hyperchaotic System and Its Dynamics Analysis
The Generation of Hyper-chaos Via A Linear Controller
Consider the chaotic system found by Shouquan Pang and Yongjian Liu [6] :
Given that (a, b, c, k1, k2) = (36, 3, 20, 2, 2), the corresponding chaotic orbits are described in Fig 1(a) -(f), which has four Lyapunov exponents: λLE1= 1.4106, λLE2= 0.1232, λLE3= 0.0000, λLE4= −20.5339, and the Lyapunov dimension is DL=3.0747. 
A linear feedback controller is added to the second equation of the system (2.1) to obtain the following hyper-chaotic system (2.2)
When (a, b, c, p, m, e, f) = (25, 2, 10, 1, 16, 2, 1), the corresponding chaotic attractor is depicted in Fig. 2 (a)-(f), which has five Lyapunov exponents: λLE1=1.599, λLE2=0.982, λLE3=−0.039, λLE4=−0.09, λLE5= −13.5. 
Dynamic behaviors of the new hyperchaotic system
This section is mainly about the study onthe dynamical behavior of hyperchaotic system (2.2), including dissipation, equilibrium and stability.
(1) Dissipativity For system (2.2), a conclusion can be made as follows:
For a = 25, b = 2, c = 10 and any values p, m, e, f. In that case, the system is dissipative with an exponential contraction rate V0e
-(a+b-c)t , which has nothing to do with P, m, e, f . This indicates that each volume containing the system orbit shrinks to zero as t → ∞ at an exponential rate − (a+b−c). Therefore, all system orbits are eventually limited to a subset of zero volumes. According to Routh-Hurwitz theorem, the equilibrium point is unstable, and the possibility of the existence of chaos in the system is proved theoretically.
DNA Coding and DNA Operation
A DNA sequence contains four nucleic acid bases A (adenine), C (cytosine), G (guanine), and T (thymine), where A and T are in a pair while C and G are in another pair for the complementary property. In order to comply with the complement rule [14] , there are eight kinds of coding schemes as listed in Table 1 . A grayscale value can be expressed as a DNA sequence. For example, the pixel value 102 has a binary representation 01100110, and then the DNA sequence can be interpreted as TATA by encoding rule 6 in Table 1 . Inversely, any DNA sequence with length 4 corresponds to an 8-bit gray value. For instance, GCCT is considered as 01101000 by rule 8, and its decimal value is 104. 
The Proposed Image Encryption Algorithm
Dynamic Encoding of the Plaintext Image in DNA Sequence
The application of DNA coding rules is determined among some image encryption algorithms based on chaos and DNA coding. Since there are only 8 DNA encoding rules, it will lead to the low competency for anti-brute force attack, which will further cause safety issues.
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Concerning that, this paper proposes a dynamic DNA coding method, namely, selecting different DNA encoding rule among the 8 DNA encoding rules listed in Table 1 , according to the random matrix generated by chaotic system . Pixels in different positions are coded with different DNA coding rules. For example, B1 is plain text image matrix, C is the random matrix whose elements represent encoding rules, and the first element of the matrix B1 is encoded with the first rule in Table 1 , according to the matrix C. Namely, the pixel value 12 has a binary representation as 00001100, then the DNA sequence can be read as AATA by encoding rule 1 in Table 1 . Therefore, the encoded matrix B2 is formed directly according to B1and C. 
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Generation of the Initial Conditions of the New Hyperchaotic System by SHA-256 hash
Iterating the hyper-chaotic system (2.3) from the initial conditions x0, y0, z0, u0, w0, and chaotic sequences will be obtained. However, in order to enhance the security of the proposed algorithm and the relationship between key and plaintext image, a new method is designed in this study to renovate the initial conditions. The image hash function is usually for the generation of fixed length output as a shortened digest of raw data. Here SHA-256 is used to generate the 256-bit hash value, which can be divided into 32 blocks K with the same size of 8-bit, the i 
Generation of Random Sequence based on Chaotic System
It is assumed that plain-image P has a size of m×n. For the updated initial condition (x0, y0,  z0, u0, w0) 
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2) Transforming hyper-chaotic sequences U and Z to random matrix K according Eq.(4.4)
3) Preprocessing hyper-chaotic sequences W by Eq. (4.5) , and getting four random sequences RR={rr1, rr2, …, rrmn}, TT={tt1, tt2, …, ttmn}, TG={tg1, tg2, …, tgmn}, ZZ={zz1, zz2, …,zzmn}. The four random vectors are combined into a random sequence CC of length 4mn, shown by (4.6), then by the Eq. (4.7) and preprocessing sequence CC. Sequence R= {r1, r2, …, r4mn} can be obtained, and the random sequence R can be transformed to a random matrix of size m×4n. 
4.4.2The whole encryption process flow is described as below
1) The image matrix P and random matrix K are used to carry out operations by the following (4.8), then to get the matrix TP.
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3) Using DNA complementary rule as suggested in Table 2 to complement matrix SP obtained in Step 2 so as to obtain matrix KP. Therefore, Coefficient kp(i,j) of Matrix KP is complemented as in (4.9), based on the value of r(i,j) of matrix R.
(4.9) 4) Converting matrix KP back to decimal number using DNA decoding according to random sequences T to get the final cipher image C.
4.4.3Decryption process of the cipher image is parallel to the encryption process.
1) Encoding cipher image C according to random matrix T to get KPm×4n with DNA elements.
2) This step is exactly the same as step 3 of the encryption process, namely, DNA complementary rule as suggested in Table 2 is used to complement matrix KP. Therefore, coefficient SP (i,j) of matrix SP is complemented as in Eq. (4.9) , based on the value of r(i,j) of matrix R.
3) Converting matrix SP back to decimal number by using DNA decoding according to random matrix S to get the matrix TP of size m×n.
4) The image matrix TP and random matrix K are used to carry out the following operations, and then to get the plain text image matrix P P=bitxor (TP , K ) (4.10)
Experimental Results
Here we set keys = {10.09845, 9.87657, 10.45768, 8.09457, 6.09478, 234, 256 bit hash value of plain text image} to encrypt three natural image"cameraman". Fig. 4 (b) displays the decrypted image successfully. From Fig. 4(a) , information of the plain text image cannot be gained from the encrypted image. 
Security analysis
Sensitivity Analysis and Key Space
Numerical simulation shows that the algorithm is very sensitive to the keys and can reach 10 -15 or more. That is to say, even if the key value has a slight deviation of 10 -15 , the original image cannot be decrypted. In Fig. 5(a)-(e) , the Ciphertext image of "cameraman" is decrypted with the wrong keys. 
PoS(ISCC 2017)006
A Novel Hyper Chaos-based Image Encryption Algorithm
Here, X and Y represent the gray values of the two adjacent pixels in the image. The correlation of the two adjacent pixels in the vertical, horizontal, and diagonal directions of the "cameraman" plaintext image and the ciphertext image is shown in Figures 7 and 8 . The correlation coefficients of two adjacent pixels in some cipher images are indicated in Table 3 , the lowcorrelation and positive encryption effect. Table 3 : Correlation coefficients of two adjacent pixels in the cipher-images
Information Entropy Analysis
Image entropy is a concept to measure the amount of image information. The larger the image entropy is, the less the information is carried by the image [19] . The formula of information entropy is calculated as (5.5)
where p(si) denotes the probability of symbol si. For 256 gray images, the ideal information entropy is 8. Table 4 : Information Entropy of the Cipher-images
Plaint Text Sensitivity
The algorithm is sensitive to plaintext, which means that a small change to plaintext will greatly affect the corresponding ciphertext. The algorithm is more sensitive to plaintext, with greater ability to resist differential attack. The NPCR and UACI [18] are usually used to measure the ability of the algorithm to resist differential attack, and its formulas are shown in Formula (5.6)-(5.7)
where C1 and C2 are two ciphertext images, and their corresponding plaintext images have different pixel values . M and N are the width and height of the image respectively. D (i, j) is determined as formula (5.8) .
10 pixels in the the plain-image "cameraman" are randomly selected, and the gray value is adjusted with the difference 1. For example, the gray value -58 of the pixel at position (101, 200) is replaced by 59. Therefore, 10 images with slight difference from the plaintext images are received, and the 10 encrypted images can be obtained via encryption. Therefore, the NPCR and UACI values of the 10 ciphertext images and the original ciphertext can be calcu lated respectively, which are shown in Table 5 . The mean values of the 10 NPCR and UACI values are 99.4453% and 34.4973% respectively. They are close to the ideal values (about 0.996 and 0.334). Table 5 : Results of NPCR and UACI tests of "cameraman"
Resistance to Chosen-plaintext Attacks
The key streams of this paper are four random sequences: K, S, T, R, which are related to the plain text image. The chaotic sequences -K, S, T, R used by the encryption system are different per images. Attackers cannot obtain random sequences K, S, T, R by using the chosenplaintext attacks.
Summary
This study presents a novel hyperchaos-based image encryption algorithm using dynamic DNA coding and SHA-256.The safety of the encryption algorithm depends on the four random sequences, which are produced by the five-dimension hyper-chaos system with the initial value related to the SHA-256 hash of the explicit image. Therefore, the encryption algorithm can resist the attacks by both known-plaintext and chosen-plaintext. Furthermore, to improve the security of the encryption algorithm, different DNA coding rules are adopted for the pixel values of different positions, according to random matrix S produced by the five-dimension hyper-chaos system. Experiment results and the security analysis show that the new algorithm can also resist the entropy attack and statistical attack.
